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Table 3-3: The 36-Cell SABSA® Matrix

Support

Assets Motivation Process People Location Time
(What) (Why) (How) (Who) (Where) (When)
Contextual The Business Business Risk Business Process Business Business Business Time
Model Model Organisation and Geography Dependencies
Relationships
Conceptual Business Control Security Security Entity Security Domain | Security-Related
Attributes Profile Objectives Strategies and Model and Trust Model Lifetimes and
Architectural Framework Deadlines
Layering
Logical Business Security Policies | Security Services Entity Schema Security Domain Security
Information and Privilege Definitions and Processing Cycle
Model Profiles Associations
Physical Business Data Security Rules, Security Users, Platform Control Structure
Model Practices and Mechanisms Applications and and Network Execution
Procedures the User Interface Infrastructure
Component Detailed Data Security Security Products Identities, Processes, Security Step
Structures Standards and Tools Functions, Modes, Addresses Timing and
Actions and ACLs | and Protocols Sequencing
Operational Assurance of Operational Risk | Security Service Application Security of Sites, Security
Operational Management Management and and User networks and Operations
Continuity Support Management Platforms Schedule




YyaT B WKONe

dopmunpoBaHue PYHKUMOHUPOBAHME
o [NpoeKkTnpoBaHme BHeapeHue
TpeboBaHUI N noaaeprkKa

ObcnepoBaHue




KomnaaeHc BeyeH

* 3ana3gbiBaeT

* He cneundunyeH nnbo canwKkom cneunduyeH
* Cnabo yuymtbiBaeT Nnpoduib PUCKOB

e Co3aaeT orpaHNUYeHna ANna apxXmTeKTypbl

* Llenb — cooTBeTcTBUE TPEeHBOBaAHMAM (HM BONbLUE, HN MEHbLLE)



CAULKOM Mano PeCcypcoB U CAMULLKOM MHOTO PecypcosB
— 3TO MOYTU OZIHO U TO }Ke

e «bonesHn pocta» - 3TO He TO/IbKO Npo bmsHec.
busHec tAHeT 3a cobon UT, UT - TAHeT Knbepbes.

* CAMWIKOM MHOTO pecypcoB He bbiBaeT. He bbiBaeT e, npasaa?

* Bce congetca B 04HOM TOUYKE, rae HY»KHO byaeT
e 0TOPOCUTb HEBAXKHOE U HECPOYHOE
e onpenenntb npnuopuUTeTbl cpean BaKHOIoO

* BbiIOpaTb MeXAY «MaeaNbHO, HO HUKOTAA»
N «HA CKOPYIO PYKY, HO cemyac»




MHOroBaTo ANA aKCMOM, KOoraa naeT AblM

Business Risk-
! : Context
Driven Security

Holistic
Approach

Intelligence

Optimal
Process-Driven Conflict
Resolution

Communication

Resilience i

Security by
Design

Device Defense in

TR Sovereignty Depth

Usability

Least Privilege

Communication
Security

Manage Access

(c) The Open Group Guide Axioms for the Practice of Security Architecture



Mow BblIOOP, KOraa y*Ke roput

Business Risk-
! ' Context
Driven Security

Holistic

Intelligence Approach

Scope

Optimal
Process-Driven Conflict
Resolution

Communication

Resilience ety

Security by
Design

Device Defense in

TR Sovereignty Depth

Usability Least Privilege

Communication

Manage Access Security

(c) The Open Group Guide Axioms for the Practice of Security Architecture



NT-naHAWadT KaK YepHbIM ALWKK

* lHBeHTapu3aumna NT-akTUBOB — He TO, YeM KaXKeTcA

* «PeBepC-MHAKUHNPUHI» CNOXKUBLLUMXCA NaTTepHOB B UT BaXKHee
CKYpny/1Ie3HOro AOKYMEHTUPOBAHMA apPXUTEKTYPbI KOHKPETHbIX
NPUNOXKEHNN

* [lokpbiTe C31N - 3TO Npo AeHbrn. BaXXHO NOHATbL TO, YTO BaXKHO.



End-to-End BO BCEM.
OT TpeboBaHUM - K O3-KENCAM.

A.6.2 MoGunbHbIe ycTpoucTBa u
ANCTaHUMOHHaA paboTa

Llenb: obecneunTb 6e30nacHOCTb Npu
ANCTaHUMOHHON paboTe 1 UCrorb3oBaHUN
MOBUITIbHBIX YCTPOUCTB

A.6.2.1

Cnenyet onpegenuTb NOMIUTUKY U
peanu3oBaTb noagepxusaroLme Mepbl
BGesonacHOCTM Ans ynpaBreHns pyckamu
NHdOpMaLMOHHON Be3onacHOCTH,
CBA3aHHbIMU C UCMONb30BaHNEM
MOOWIbHBIX YCTPOWCTB

A.6.2.2

Cnepnyet onpegenuTb NONIUTUKY U
peann3oBaTb NOAAEPKMBaAOLLNE MEpPbI
©e3onacHoCcTW ANa 3aLuUTbl
NMHpopmaLmm, AOCTYN K KOTOPOW,
obpaboTka unn xpaHeHue
OCYLLIECTBNAKTCA B MeCcTax
ANCTaHLUWOHHOW paboThl

VS

Ton-meHeaXep KOMMNaHUU NPUHOCUT B opuC
NnyHbIM MacBook n noakntouaertca K
b6ecnpoBoaHOM ceTu ANnA paboTbl C SNEKTPOHHOM
noyton n C340.

Bonpocbl, KOTOPbIe HYXKHO PeLUUTb:

* KaK NoAKAK4aTh K CETU

* KaK ayTeHTudpuumpoBaTb U
aBTOPU30BbIBATb

* KaKue pecypcbl AOCTYMNHbI U MPU KaKUX
YyCNOBUAX

* KaK He yTPaTUTb KOHTPO/Ib MOJIHOCTbIO

* KaKume PUCKM Mbl AONKHbI MPUHATb




XapAEHWHT M MaTYMHT BCETro Kak 0b6pa3 KU3HU

* 300+ cybTexHnk MITRE ATT&CK 3aKpblBaeT XapAeHWUHT B OAUHOYKY

* B ckaHepe 6e30nacHOCTU Bceraa BCce NOKPALLEHO B KPacHbIN LBeT,
HO Ba*KHO /INLLb TO, YTO TPpebyeT py4yHOro ynpasaeHms

* YBepeHbl, YTo paboTaeT? [ycTb NPOBEPAT NEHTECTEPbI.

* XapAEHWHT 1 NaTUYMHT - 3TO TOYHO becnnaTHo?



JWeNoHMPOoBaHHAA 3aLMTa — 3TO He NPO
Pa3Hble aHTUBUPYChI

Security Controls The ICT Stack Technology Layers

Unstructured Data

Information Siichaed Oae

Controls
Applications

Application Utilities
Simple Applications
Complex Applications
Application Enwironments
Operating System Utilities
Operating Systems

Virtual Operating Systems
Middleware

Web Services

Network Services
Transport Services
Internet Protocols
Ethermnet

Network Attached Storage
Electronic Storage Media

Paper

Application
Controls

Infrastructure
Controls

Physical
Controls




Bbl YTO-TO TOBOPUIN NPO PUCK-
OPUEHTUPOBAHHbIM NOAXOA

Cost-effective

Extravagant

The Ideal

/
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Secure

/nsecure

Intuitive

Obtuse
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